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Artificial Intelligence
THE FRAUDSTER’S LATEST TOOL

In terms of automated computerised, (fraudulent) activity, robotic software remains the source of personal 
and business nightmares. Spanning throughout mega-cities and reaching the furthermost addresses in 
every country, all phones, computers and tablets can be affected or infected. The culprits, better known as 
‘Spam’ and ‘Scams’ are serious concerns for everyone connected to the internet – by any device. 

The progression of this insidious aspect of modern life is ‘Artificial Intelligence’ which, regrettably is already 
upon us.

The fraudster’s first objective 
As with ‘Spam’, the fraudster’s first objective is to trick their prey into clicking on a link or attachment to 
activate malicious viruses, bugs and/or self-activating programs known as “worms”. The only defence is 
firewalls and spam-detection software, both of which are consistently battling growth phases against the 
fraudsters, in so being, are not full-proof – as infamous global ‘Ransomware’ has proven.

Until the intended victim clicks on a seemly harmless link or opens an attachment from an apparently 
reliable source, they remain unaffected. Hence the fraudster’s advancement to ‘Artificial Intelligence’ where 
their automated software secretly tracks incoming and outgoing emails, texts and phone calls to identify 
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your details. Once your identity and professional and/or personal interests are established, the fraudster’s 
operation, whether large or small, simply call’s, texts and/or emails you a proposal while acting as a 
convincingly reliable source, (professing to be someone known to you and/or representing a brand name 
company).

Another advancement in the fraudsters arsenal includes redirecting their malicious software from databases 
they’ve taken over. Therefore, you must be equally cautious of unexpected emails from sources you do 
know. If there’s any doubt, call the person and confirm they personally sent the email. If they didn’t, it’s most 
likely their computer is compromised, but now you’ve made them aware of it.

The millisecond the fraudster’s means-of-attack is activated, (by clicking the link or attachment) any number 
of insidious infections/worms penetrate your computer’s operating system/network/backup drives, handing 
over full control and/or delicate information such as bank accounts and passwords. Alternatively, they may 
lie undetected while recording your every keystroke, while preparing any number of miserable attacks. 

Example of an unsolicited approach

The fraudster’s methods may be varied and complicated, taking multiple steps, but their end-result is the 
same – to steal your identity and/or money. When successful, the impact on your personal and professional 
life is nothing short of catastrophic.
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Example of an initial approach in a possible multi-step tactic

Example of enticing on-going interaction to gain your confidence

Dealing with suspect emails
How do you prevent the devastation caused by clicking on to the wrong emails? Become educated by 
accessing the materials available at creditmatters.com.au or by seeking professional assistance.

When dealing with suspect emails or what at first appears to be an “interesting email” remember the old 
adage:	“Curiosity killed the cat!” 
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A few simple strategies for dealing with suspect emails include: 
If in doubt, delete it! If it is a genuine email, the sender is likely to follow up by telephone.

If in doubt delete it! If it is a spam, you may see the same email content come from another email sender. 

If you believe the email is genuine, always check your records (search their name in your ‘In Box’ for 
previous emails) verify the email has not come from a different source. Even then, if the email looks different 
in any way, a simple telephone call or text message is well worth the effort.

Finally, if in doubt – delete the email – the risk is simply is not worth the risk of clicking on any of its contents 
or attachments.
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